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Part I: Multiple Choice
Each question is worth 2 points (there are 40 questions). Indicate your choice by putting an X in the appropriate
circle.

1. (2 points) In the process state transition diagram, the transition from the READY state to the RUNNING state
indicates that:

.B( A. A process was preempted by another process.

OB A process has blocked for a semaphore or other operation. X

O C.  Aprocess is done waiting for an I/O operation. '

(O D.  Aprocess was just created. ¢

2. (2 points) Which of the following is shared between all of the threads in a process? Assume a kemel-level thread
implementation.
O A. Register values
B.  File descriptors ¥
%C. Scheduler priority v
Local variables X~

OD
(2 points) ‘Which of the following is not true?
O A.  Shortest Remaining Time Next is the best preemptive scheduling algorithm in terms of turnaround
time.
m Priority scheduling can suffer from starvation.

(O_C.  Lottery scheduling is preemptive.
/{5 D.  Multi-level feedback queues guarantee equal time to all processes.

4. (2 points) A critical region is:
X A.  The part of a program in which shared data is accessed.
O B.  The most important part of a program.
(O C.  The part of the kernel that interfaces directly to the device controllers.
OD The part of a program in which a bug would cause the program to exit.

A.  The banker’s algorithm

QB. The bakery algorithm
Busy waiting with test and set

OcC
(O D.  Monitors X

5. %p}'m‘s ) Which of the following is not used for synchronization?

6. (2 points) Which of the following is not true of virtual memory?
O A. Ttallows more efficient use of memory. /(
(O B.  Itrequires hardware support. %
C. It reduces the need for relocatable code.
D It requires the use of a disk or other secondary storage. X

A.  Virtual page number
Physical page number

C.  Dirty bit

D.  Reference bit

7.( E points) Which of the following is not usually stored in a two-level page table?
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8. (2 points) Which of the following paging algorithms is most likely to be used in a virtual memory system?

O A. FIFO

L>B.  Second chance

(O C.  Least Recently Used
}S(D. Least Frequently Used

9. (2 points) The purpose of a TLB is:
g A.  To cache page translation information
(O B.  To cache frequently used data
O C.  Tohold register values while a process is waiting to be run
(O D.  Tohold the start and length of the page table

10. (2 points) Which of the following is not true about segmented memory management?
/@’ A.  Segment length must be a multiple of the page size. ¥~
OB Segmentation allows multiple linear address spaces in one process.

(O C.  Segmentation can be used with paging to keep segments partially resident in memory.

D. A segment can be read-only for one process and read-write for another.

11. (2 points) System calls:
(O A.  Provide a rich and flexible API for software developers.
(O B.  Often change dramatically between different releases of an operating system.
C.  Protect kernel data structures from user code.
O D.  Allow the operating system to optimize performance.

12. (2 points) What is the main difference between traps and interrupts?
B A, How they are initiated
(O B.  Thekind of code that’s used to handle them
(O C.  Whether or not the scheduler is called
(O D.  How the operating system returns from them

13. (2 points) Buffering is useful because
O A. Tt makes it seem like there’s more memory in the computer.
O B.  TItreduces the number of memory copies required.
O C.  Ttallows all device drivers to use the same code.
¥D.  Itallows devices and the CPU to operate asynchronously.

14. (2 points) The main advantage of DMA is that it
A.  Increases system performance by increasing CONCUITENCY.
(O B.  Allows the CPU to run faster.
(O C.  Reduces the traffic on the data bus.
(O D.  Removes the requirement that transfers be properly aligned.

15. (2 points) Which of the following disk seek algorithms would be the best choice to implement in a system that

services an average of 5 disk requests per second?
{ A.  First Come First Served

(O B.  Shortest Seek Time First
O¢C SscAN X
O D. C-SCAN X
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16. (2 points) Which of the following disk seek algorithms has the most variability in résponse time?
i) A

A. First Come First Served
B. Shortest Seek Time First
O

C. SCAN
O D. C-SCAN 1520
KOG o
17. (2 points) A typical hard drive has a peak throughput of about e ,\O B \0 ooO® 0
O A.  2x10° bytes per second. LYY \U . < )
2 x 10° bytes per second. LW\\, Q»Y"% > " s VW\‘L\\OW oo 0)0 °0

}%./ 2 x 107 bytes per second. oo ' o

OD 2 x 108 bytes per second. \0/} ) fnt 10 -3

18. (2 points) RAID is a way to:
O A. Increase hard drive latency and performance.
(O B.  Increase hard drive performance and decrease cost.
JS(C. Increase hard drive reliability and performance. "
O D. Increase hard drive reliability and decrease cost.

19. (2 points) Which of these would not be a good way for the OS to improve battery lifetime in a laptop?
O A.  Shut down the hard drive until it’s needed.
(O B.  Reduce the processor speed while it’s idle.
C.  Tum off power to the memory.
(O D.  Shut down the modem when it’s not connected.

20. (2 points) Which of the following is not included in an inode in Linux?
O A. File owner
TXB.  File name
(O C.  File modification date
(O D.  Pointer to the first data block

21. (2 points) Which of the following is not true of a file system using a file allocation table (FAT)?
/6' A. A bitmap is used to track free blocks.
‘X( B.  Index nodes (inodes) are unnecessary. v /
Oc File size is limited only by the amount of free space. .
O D.  Block n of afile can be read without first reading blocks 0 through n — 1. v

22. (2 points) Which of the following file system types requires the fewest 4 KB file blocks to store a 16 KB file?

Don’t count space used by the inode, if any. -
(O A.  One-level (single indirection) indexed allocation %?
O B.  Linked allocation

C.  Contiguous allocation
. They all require the same number of blocks
23. (2 points) Given a block size of 4 KB and a disk that holds 100 GB of data (using 32 bit disk addresses), how
. . . . 0 . J\ —_—
big can a file be if you have a single index block in an indexed filé management scheme?

O A.  4KB

B. 4MB o \0
%g 16 MB ,,LLKE:- LH( = %'l\ P Yol
O'D. 100GB LB

= \‘GHB
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24. (2 points) What purpose does a journal serve for a file system?
(O, A.  Contains all of the metadata structures for the file system.
B.  Records all reads and writes performed on the file system.
})/C. Ensures that on-disk structures remain consistent. v
(O D.  Guarantees that data written to disk is never lost. "

25. (2 points) Which of the following is true of memory-mapped files?
O A.  Memory-mapped files can be used for process synchronization. Y
OB It’s impossible to increase the size of a memory-mapped file. M\[
(O _C.  They eliminate the need to transfer file data to and from disk.

&D. Programs need not make read and write system calls for them. S

26. (2 points) Which of the following is not true about the file system directory hierarchy in Linux?
(O_A.  Directories are stored in the same way as files. ./
%. Directory entries are a fixed size. ,
O €. Itcan be represented as a directed graph. v
O D.  Asingle file can have multiple names in the same directory. ~/

27. (2 points) Which of the following is not a benefit of using larger file blocks in a file system using indexed
allocation (such as Linux)?
A.  Better disk space utilization.
(O B.  Faster access to a randomly-selected block of a large file.
(O C.  Higher average transfer rate for file data.
(O D.  Less disk space consumed for metadata structures.

28. (2 points) Which of the following is an advantage for having disk quotas?
O A.  Itensures that the free space on a disk is distributed equitably to all users.
XB. It stops a malicious process from filling the disk.
ONC It prevents a process from consuming too much disk bandwidth.
(O D. It makes it easier to group a user’s files together.

29. (2 points) In UNIX (or DLXOS), how many system calls must a process make to create a new file, write three
blocks to it, and close it?

O A, One
B.  Three

O C.  Four

(O D. Five

30. (2 points) The three main goals of computer security are:
(O A.  Detection, response, and correction
(O B.  Confidentiality, performance, and reliability
/Z/ Bﬁl‘ Confidentiality, integrity, and availability
(O D.  Detection, protection, and access control

31. (2 points) Which of these statements about public-key encryption is false?
A.  Public-key encryption doesn’t require a secret key x A
(O B.  Public-key encryption can be used to authenticate the sender of a message.\)K

O €. Public-key encryption is slower than symmetric-key (shared-key) encryption. %
D Decryption and encryption are the same function for public-key encryption. Y ?

-
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32. (2 points) Moving from a 64-bit key to a 128-bit key for symmetric-key encryption makes brute-force decryp-
tion (guessing the key) how much more difficult?
O A.  2x harder
. 64x harder
64%x harder
264 harder

OO
N w

X

33. (2 points) One-way functions are used in:
A.  Public-key encryption

B Symmetric-key encryption
Authentication

Permission revocation

O
O

O
ont

34. (2 points) The Linux file system uses a form of which protection mechanism?

A.  Access control lists
B.  Capabilities

OCcC Protection domains
(O D.  Security by obscurity N

35. (2 points) A trojan horse is:
A. A program that does something beyond its apparent purpose.
(O B. A program that shuts down if certain conditions are not met. %
(O C. A special password that’s built into the system software. X
O D. A computer virus that’s spread by email. K

36. (2 points) Which of the following is not a good technique for ensuring that passwords are not compro-
mised?
O A.  Storing a hashed version of passwords.
O B.  Forcing users to pick passwords that are not in the dictionary or other lists of common words.
O C.  Adding salt to the password file.
}QD. Storing the password file where only the operating system can read it. v

37. (2 points) Which of the following is not a technique often used to break into computer systems?
O A.  Exploiting buffer overflows ™
(O B.  Replaying login sessions +~
Hijacking the compiler X
(O D.  Sending malicious code via email .

38. (2 points) The DLX code uses which scheduling algorithm by default?
)gA. Round robin —
(O B.  First come, first served
(O C. Lottery
O D.  Priority

39. (2 points) How does the vanilla version of DLXOS (before you made changes) keep track of open files?
A.  Global open file table, at most one entry per UNIX file.
p B.  Global open file table, multiple entries possible per UNIX file.
(O C.  Per-process open file table.
O D.  Dynamically-allocated structures to keep track of open files.
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40. (2 points) The DLXOS system call Spawn () returns:
(O A.  The exit status of the child process.
(O B.  The current status of the child process.
m. The process ID of the child process.
OD A pointer to the PCB of the child process.
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Part II: Short Answerv

Each question is worth 12 points (there are 10 questions). Show all of your work—you can get pamal credlt for
partially correct answers, and may not get full credit for answers withefit any wogks
v %23 S"o‘H 6%‘ ;Z(”}/

2
@ 1. (12 points) Disk Seek Algorithms 884 V16 4 44 ‘}8 kso #

A digkTequest qyéue h&srequesMor blpc’ks 04 the foHowing cylinders (ordered by time of arrival): q7 3 l -
1764, 5041; 4502, 6881, 884, 4823, 8793, 4478, 9337 =

THE dlsl?(has 16000 8§lmd§rs nlhnbd%d 0 th71§ough 9999. The disk head is currently at cy]mder 4630 and is moving
towards cylinder 9999.

a. (8 pts) Calculate the total seek distance for each of the following disk seek algorithms: FCES, SSTF, LOOK,

C-LOOK. FCFS - et t4630)+ L1764 +So4) + (So¢l ~4S02) + (6881-4562)
7'- 4 (6881-83¢) + (4§23 -384) + (843 -¥823) + (B793-u«)y)

T (A33F-4EHY) o 2876 +329% + S39 + 2399

+ 5497 + iﬁgﬁ ¥ 39%0+ 43S +4859
= 31 -gl C\(\‘V\C(M

SSTT 1 (ke30-4502) 4 (4So2- 4478) + (#8237 -4 7R) + (Sot1-4g27)

_sg(gg}g SW\) (§713-com) + (4373~ 6703 + (4337—'\%‘0
\
%4—14 1)— 345‘ +218 F 18% + 141 + S44 *'g}lr ;

eeebeed. 134 (4 ey limbore
Lool ! (4822 ~4g30) +('So‘ﬂ-‘f€13)+((’%l o) (943881 +(613;;~}; i
(692450 1 Lo tigg) + (WFENFEO T (G 6-ggy)

/ 3 3,120, (60 ey
L6y -89
clook - I‘i;’ + 218+ lg4o + 1412 ¥ Foey ¥ (4337'485“) e (q?o;)
b. (4 pts) Modem disk drives don t provide an 1 easy wa ’}L_to_calculate a cylinder number from%a (ﬁsk bloc ) +
address. How could yo Sve algorithms to operate without knowing the gylinder on which a given disk “}'QH
block is located? Vﬁl——.—\ﬂ’

a—LO0¥K ’5/7-;230(&\41/@

]¢> Ts A + S abort @%WT“MJ’ W/M kwkﬁ%‘&-
a\llmdw s whdh J/\M divle (¢ c/ﬁ"Cz‘L‘Lﬁé e
e (mplimanic & s dyle wlame e Wi«u«i
eqndur s whide & H«WL S be,«vk/ﬁf @Ze/é
“\Jo\ vy yz\r\i@r o Mo 08 Wﬁi—v\)‘f—{\w\
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2. (12 points) Deadlock
a. (4 pts) List the four conditions that must hold for deadlock to occur.

oo | .
g ::\irm‘)wﬁ)\'\/ UC-QI/"( regonrt w‘/v\l& w“\qj \}h{ M\

L[r) MM{"’\“'Q EKM\”""

b. (4 pts) List the four strategies for dealing with deadlock.
, Wpariny s process e e up
) Prempmpion. (& c,j W{mr - é:&\fw‘s%) ’
L) Donlk allew o L Wld re%lov\rw u-‘e\A‘LO./
z U woniting bor westedr (o Prreie tfdaj)' y o
5) Tdehhig g pokontid O rdher waife B prortn
) dua VThreR froes et oy erand

¢ (2 pts) Draw a resource aiiiocation graph with three processes (1-3) and three resources (A—C) where the tw

processes are deadlocked. w(“(y(/k (2% Qﬂ rmée/%'ﬁ(’

:\fA(ﬂoﬁﬂﬂ —T] @ «——TE——()
| $2. X T '\\
Bt—@—] J 7(%@

d. (2 pts) Draw a resource allocation graph with three processes (1-3) and three resources (A—C) where-both
resources are allocated but the processes are not in deadlock. =T

Oe—T&] G
B

END OF THE FIRST HALF OF THE EXAM

1 -]»5 O §owACL

T
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3. (12 points) Memory Management
Suppose that your memory management hardware supports neither reference bits nor modified (dirty) bits, but does

support valid/invalid bits and the ability to make pages read-only or read-write. Explain you could use this hardware

to implement a software solution that will emulate the functionality of the missing dirty and reference bits. Your
solution should be as efficient as possible.

\oWMWH%QWM&WQLH
\/ZMMH’M""‘% MW“‘QMUW&%JF
Whone \mﬁ«c\“ﬁ m,w@mv}/‘w[’*y«
Mvw&cﬁmh/ WM"‘T’?&M%LM%
(%MMAMW rw& ) e

%eu waci«fnl?/ and  refuenee |
wuwm e lid LAJms ol (elid) e
WLMQ) W
Aceest- &/M o{’l«L d it 1o ofd-
md reaboenly) e el fe g
a8 AAH and- W @

tpﬁ%&ije\/w&h Opf\w
a
M‘% btk orele Lo

whom e by MCLWH’ reced
>®WQ - W by amd refemcd
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4. (12 points) File Systems
Describe how to implement a file system consistency checker for Linux that verifies that only free blocks are marked
_[ree, only allocated blocks are marked allocated, and each allocated block is allocated to exactly one file.

@ N Mo fie syslor 3 au 1oy

; bledes amd allocssde
tﬁ wgﬁbm hedeer ook

AA e ecera @&(&W \o%\ﬂg/mé
CJ/W ﬁo(»dd N ~d "W@Hﬂ °
D e a2 orver\aps e A
(C—g W vt co vt M‘L(/"M
o chedeer wan ool ok allcated
odes T byl e fepemcn “were.
wade Lo e Wede & (3 allecaded Yo
VMA«MQ@L N L
Aredtcu Lo mukee fwe gne blede Ho o
;HUL %w&T e (S \\@MW Mi
blode table wntry S /LM&@ a rand
blede Sor o Mo, T ablede il
Leo o depid whe -
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5. (12 points) Security
Based on your knowledge of UNIX and the things we have discussed in this class, describe two realistic ways that
someone might be able to get another person’s login information (username and password) for one of the UNIX

systems on this campus without just being told the information by anyone (the user or someone else). Don’t simply
list the names of known attacks—explain how they might actually work. Be as specific as possible.

¢ wJ;(‘V‘ Lopin=? f | |
e@\‘gﬂgg g fwd/vw w(/v\(/(/\ v \M/LQ, LOJHm rSoy—eag,
Iy e ety lice it of Yo sderit” Copin.
A ke Yuw e o credeoyle account
TM& (Yﬂm Vmu | p
o S wior comos o o Jorminnd woiflent
eipus i s 15 A falee LOJM et b will
e Wiy Yol .08 l), w@’\‘A wtv}UL\’(l'U\
” L&T *U[ Wré rd S an e
ﬁg\e&& A b W | Ve Ls
Yona ol m% Cae Lador :m
La&«swuk R orstkor amd he roall [,%u,m

o aldede (
W&j;&uﬁ«% B I
/@‘\%,,r comnromd [ ot Z WW‘}/ o
L0k ke e Bt ob perteedl wekat el
C?AVTS Mfg ’ !
M NUM*m %“*Wétg it &
c\/fd’lM 4\\[}: Lororke *‘—AN 12
Juis | ypoo Ve el o
\ii(/k ool amd M MWMQ i:j
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i
6. (12 points) File System Sn\z/tpshots
Many file systems have the ability to take a snapshot—a copy of the entire file system at a Eﬂicula:,pohtiniime.
After the snapshot is taken, the file system continues to run, with users reading and writing the most recent version
of the file system. Something similar is implemented with the 01dFiles directory on unix . ic, which always

has a copy of your files as of yesterday.
a. (4 pts) List two distinct uses for snapshots.

Seagslealy cam e wdo wifle fle ‘AWMQ Sy
1 wﬁ\’@ fre f sysbonn e 10 %Jﬂ I
A Mm &/0\1"&*\' {“\— ‘\/‘M wtfw,v\— M N ’7€

wvov— [ el

b. (8 pts) Briefy describe how you might implement snapshots efficiently. Keep in mind that you want to take
snapshots quickly (a few seconds at most) and don’t want to keep multiple copies of files that don’t change much.

7 meﬁ%ﬂ/@%@ Toc—
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7. (12 points) Scheduﬁng

Our operating system is using a scheduling algorithm that gives a higher priority to processes that have used the least
CPU time in the recent past.

a. (4 pts) Why will this algorithm favor I/O-bound processes but not completely starve CPU-bound processes?

it “%Mi::xjﬂ T/o qrocttes

et of {her”

b. (5 pts) Give a formula for priority that would result in a good schedule is algorithm. Your algorithm
should allow a process to move from CPU-bound to I/Q__bgt_lﬁ__(T and back over longer intervals. Assume you have a
function cpu_usage(int i) that returns the total CPU usage (up to the current time) of process i. Hint: to get the CPU
tlm r+A), yollgw t, call it again at ¢ + A, and take the difference.

- . \
.&: c(yu,v\)%("%) 4 cfm.whé,duﬁ) + 7 ?&ﬂ

¢ (3 pts) What scheduling algorithm would you choose to actually implement this scheduler given the values
generated from the previous function? Justify your choice. -

Mg o v ok qﬁ%\ﬂm o bbeb

e o1 cbwv./ e}
J;Tr;uu qm‘oﬂ*ﬁ*( M w“}wk
s 4 s lgertion il nan A5
o bighall i e Rett
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8. (12 points) Segmentation

The Intel Pentium uses both segmentation and paging to resolve addresses. It uses segmentation to generate a 32-bit
virtual address, and uses two-level page tables to translate the virtual address into a physical address.

a. (8 pts) Show how an address consisting of (segment_number, offset_within_segment) is translated into a

physical address in such a system.
9 %WM —> TWrdaad add r@5s
A° M qéo( .
\

| b Ao
| R
b ( fo mdew ke Al FwW
Lot "—/ prge iy whiere A
M W\aﬁ addredt,
mc‘(/w bebo teesnd \W*Q “H%Q w.(l/L Hs M Wl Cam—

Mgz\\a\% addrefg {3 Ao s dd W &M\/&& Ay g/d'%

\,JML\'" {3 uuA °L'\-L1, 'XLVL

b (4 p1s) How dog t, use of oth segmentation and paging reduce memory usage requuements" Are there
other benefits to the use of segmentation and paging?

s veduse o
s M R ek
wed waomary e BOPANVREY commonly uled

YU{FML e , mH—" ey

CMPS 111 Final Exam Page 14 March 19, 2003



OO)DOO

Name: 'S account; ucsc.edu

9. (12 points) /O System Performance
Your computer system has a PCI bus that runs at 500 MB/sec, and two controllers. One controller, which does not
support DMA, interrupts the CPU every time a 32-bit word of data is ready. The other controller supports DMA.
. a. (4 pts) Assume that the CPU takes 20 us to handle an interrupt, including the transfer of the word of data.
\\ How many bytes per second can the OS transfer via the non-DMA controller? How long does it take to transfer a ‘Z‘”OkB

1 KB disk block usmﬁ‘ this cont\r:ller”'/ o Jout = Jo 10 é(" Q -
NV\—DM b T(& 1 rf rk ‘
lo® FL Jra/S 0§L _ 200 00017

—’\/] 220, 69\4 \973&3/%“

d.
B o g’e,u,v\A, W / o-(' a fecow

Ipoib)  1ed —

qLC—on

b. (4 pts) Assume that it takes 200 us for the operating system to manage the details associated with a DMA
request (including any interrupts, but excluding time spent transferring the data itself). If each word transferred
by the DMA controller must travel over the PCI bus twice, how large must a request be to make DMA faster than
word-by-word transfer?

LT DMAL  Gian WYMl/;I"ﬁ' 2opt :v\’rm(k_ > QLY%,»S
Lykes - = lFOl”J___M
’Lf?j(;? ‘ E%% DMK i
W\&-ﬁw T TS [golu’j,@g M Ja frand

l&%&,_% LWj«M 5 fsden

c. (4 pts) ere any advantage to allowing the DMA controller to have multiple outstanding requests? Why
or why not? How would this affect operating system design?

&WHWB et ctw«emx Sio  wwmber
o} IV\"'@P*’/‘F‘H +o e Q/F‘/(z b= /0 efuak
iy 2K S Co +
Fu&“j Zi/g W&M 0 QLe/gM:;‘Z pust
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10. (12 points)

a. (6 pts) Explain how a message is sent from Alice to Bob using public-key encryption (as done in PGP). You
should describe any encryption and decryption operations that are performed.

. Bsb Wl & pare O«C bl e .
3 ”(\«L ‘(V\V\«‘L \oﬁ? X J{\,\}j‘\wuj/’ Qhe;kow k,ekuf (KE>

- f""""\va't.\ﬂ’@‘] s e cLu;n,]ih |

.A/UUL mds & V‘A—?/VSQ% ‘o Bol \p«! sl win Jlg

plie e (KE). Sue wis i o omomyp lor

M, iy vxwwﬁhow W%Aﬁ+&m e,
£ (e, M) > ¢ Cypher fopd, €, i prodacd
I e o
Wede ey (K N Home alfer D,
Tt e D TEV SO

b. (3 pts) ‘What information fther téan the message 1tse<D must)Ahce nd Bob possess for this communication?

- Miee \;u).e,és Fleo K\Jp\\"c/ \&2/\/ oo b %wﬂ@’ﬁﬁ'ﬁ
m%m%%.

Beb  needs Mo dha K”Wk“f fnd M‘/f%‘"

¢. (3 prs) Describe one method by which an intruder (Eve) could compromise this message exchange.

| Eve esn Lomprovide s goh gp

Dy pevidieg o alid public lees N
Mice . s, Mice ool WW o eple—

Nok B canmot o 1 (@w%umw?“ﬁ“

‘\'W‘\/ Bob can 6’“76) ’ )QC-(»'\VWAMCL?(E"«}’B
T e albo ngUL,Q Pok'$ Yﬁv\@&_@ “
\CU(J \-}4/\/\45} &\Awﬁt«j bor do vemd Alice's

CMPS 111 Final EXW i Page 16 March 19, 2003



